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I ssh - via password

syntax: ssh [-optionl -option2 ...] user@remotehost

Need to remember: username, host address, password
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ssh - via password

syntax: ssh [-optionl -option2 ...] user@remotehost

Need to remember: username, host address, password

[13:29][pharao]:~% ssh franzkir@franzkirsten.de
franzkir@franzkirsten.de's password:

X11 forwarding request failed on channel ©
franzkir@cpe® [~]
franzkir@cp6® [~]
franzkir@cp6e [~]
franzkir@cp6® [~]
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I ssh - via public key

syntax: ssh [-optionl -option2 ...]
Need to remember: username and host address, not password

Need to setup personal keys first, copy them to remote host (typically
iInto remotehost:$HOME/.ssh/authorized keys)
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ssh - generate keys

syntax: ssh [-optionl -option2 ...] user@remotehost
Need to remember: username and host address, not password

Need to setup personal keys first, copy them to remote host (typically
Into remotehost:$HOME/.ssh/authorized_keys)

[13:30][pharao]:~5%

[13:30][pharac]:~S ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/pharao/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/pharao/.ssh/id rsa.
Your public key has been saved in /home/pharao/.ssh/id rsa.pub.
The key fingerprint 1is:
SHA256:ZYR5UgXTRMP1gmtSqy8Iu9pHpg06SUBQLvgOn2RXOPY pharao@pharao
The key's randomart image is:

+---[RSA 2048]----+

| .00..0 B=.. |
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ssh - generate keys

syntax: ssh [-optionl -option2 ...] user@remotehost

Need to remember: username and host address, not password

Need to setup personal keys first, copy them to remote host (typically
iInto remotehost:$HOME/.ssh/authorized_keys)

[13:32][pharao]:~% 1s -1trh .ssh/ | tail -2
-TW-r--r-- 1 pharao pharaoc 395 Nov 16 13:32 id rsa.pub

“TW------- 1 pharao pharao 1.7K Nov 16 13:32 id rsa
[13:32][pharao]:~% cat .sshfid rsa.pub

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDTLAShtCrVwFhn5kQ8Gr
Y+dFenA®M7UIg4uTFzBI1YR1ab39RZyFmyRE/2m4LgYG7sdNmagnqwFBmy

[13:33][pharao]:~5

™ = o — e =
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ssh - copy public key to
remote host

[13:37][pharao]:~$ ssh-copy-id -1 /home/pharao/.ssh/id rsa.pub franzkir@franzkirsten.de
fusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/home/pharao/.ssh/id rsa.pub”
fusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that ar
fusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is tc
franzkir@franzkirsten.de's password:

X11 forwarding request failed on channel ©

stdin: is not a tty

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'franzkir@franzkirsten.de'"
and check to make sure that only the key(s) you wanted were added.

[13:39][pharao]:~$
[13:39][pharao]:~S



ssh - via private keys

[13:39][pharao]:~% ssh franzkir@franzkirsten.de
X11 forwarding request failed on channel @
franzkir@cpee [~]#

franzkir@cpe® [~]#



ssh - via private keys

[13:39][pharao]:~% ssh franzkir@franzkirsten.de

X11 forwarding request failed on channel @

franzkir@cpee [~]#

franzkir@cpe® [~]#
franzkir@cpee [~]#
franzkir@cpe® [~]# cat .ssh/authorized keys
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAACAQC/cMnnutkvDFWUFYh5rqtz4Zzs3G0gxI
4rpjq7i3uvPdjP4ylygb9XBzIbkklimtpY93EnIN9bcmwC /yAKWSYysJZEFAHPSOQIZ590t
M/WnNLWENVijzs1luaRT60N/khKwMadKcYmUAGPYDBbCUAMZiDWaeox®r3Iryx3s31wBBaxzD
NWDBCPiNL4ywWFBMtQaAIcCLN32ZruiRQ2wWSWyXyBOuNUSIT9+kaDoi7Wr2gMSTEtUZHEHVOD
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCYGpphhy18yk®Vg30HENQTPghXsomZMR
CcZVZpv+1TTgwaOeYBHRVX3QVEOYHBYKVNpT289FPkDzZNWIQNd j55Fe5KWFNb6hZmVGmCOL
ssh-rsa AAAAB3NzaClycZEAAAABIWAAAQEAWCHWTLXBwefXYByfoGnvx2D2nwyrwnQTXUD
Pz1luveQaoDYh+5plbquemAIRTkwYuZAYmwrsi/e®@xGTXhy2zqDdQo /QOX08eeM1DbwOYTIu
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDbmiY25mjqGXoQwM3ggkSajCcPqofilz33
qURyYhUalIpVa7BXxWRR1aGCKoHW64kvSCCixcct12XTMIQQELtRAANIWWr 66AWZRDtpmHSAS
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDhFOYC/468phKKYgXdkPHYtV2CLZiR3h
31rsKxd/oVXpW+ROgQGUWBDIZ1IANTTLOMoIXxMgPVal49msnBxZpiXOPFbpfsLT4WkFIavK
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDTS3JRaBdn3rdZ7aQ6GxvuKcOPKTZQHx

+Ge8jtGSCZcCOTnhpluQ4tlelXo/2p2Z5ncaFs3EFENTXkpRSSNWZbLICr L+49PN+X3z0nN
cch-rea AAAABRIM7arCIver?EAAAARAOARAAABRANCTIWY mrAW] 3Aa2EnuvI BV IanThllAncireaR o



ssh - via private keys

[13:39][pharao]:~% ssh franzkir@franzkirsten.de
X11 forwarding request failed on channel @
franzkir@cpee [~]#
franzkir@cpe® [~]#

franzkir@cpee [~]#

franzkir@cpe® [~]# cat .ssh/authorized keys

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAACAQC/cMnnutkvDFWUFYh5rqtz4Zzs3G0gxI

4rpjq7i3uvPd jP4y1lyYgb9XBzIbkklimtpY93EnLN9bcmwC /yAKWSYysJZEFAHPSOQIZ590t
n/whg Still have to rember username and machine name [oraxz?
ssh-rse : - somZMR
CIUIpv+1TTgwaﬂEYBHRUESQUEﬂYHBYEUHPTEBEFPkDIHHJQHd]SSFESEHFHhEhINUGNEDL
ssh-rsa AAAAB3NzaClycZEAAAABIWAAAQEAWCHWTLXBwefXYByfoGnvx2D2nwyrwnQTXUD
Pz1uveQaDYh+5plbquemAIRTkwYUuZAYmwrsi/e®xGTXhy9zqDdQo /QOX08eeMLDbwOYTIu
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDbmiY25mjqGXoQwM3ggkSajCcPqofilz33
qURyYhUalIpVa7BXxWRR1aGCKoHW64kvSCCixcct12XTMIQQELtRAANIWWr 66AWZRDtpmHSAS
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDhFOYC/468phKKYgXdkPHYtV2CLZiR3h
31rsKxd/oVXpW+ROgQGUWBDIZ1IANTTLOMoIXxMgPVal49msnBxZpiXOPFbpfsLT4WkFIavK
ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQDTS3JRaBdn3rdZ7aQ6GxvuKcOPKTZQHx

+Ge8jtGSCZcCOTnhpluQ4tlelXo/2p2Z5ncaFs3EFENTXkpRSSNWZbLICr L+49PN+X3z0nN
cch-rea AAAABRIM7arCIver?EAAAARAOARAAABRANCTIWY mrAW] 3Aa2EnuvI BV IanThllAncireaR o




I ssh - with a configuration file

Config file locate in: SHOME/.ssh/config (,config” is the name of the file)
syntax to log into remote host: ssh host_name

Need to remember: host_name (something you choose yourself)



ssh - with a configuration file

[13:44][pharac]:~% cat .ssh/config | head -20
Host *

ServerAliveInterval 60

ForwardX1l yes

ForwardX11Trusted yes

# AddressFamily inet

Host franz
HostMame franzkirsten.de
ForwardX1l no
ForwardX11Trusted no
User franzkir
Port 22
IdentityFile ~/.ssh/id rsa

Host lazarus

HostName lazarus02

User franz

Port 22

IdentityFile ~/.ssh/id rsa

ProxyCommand ssh -1 ~/.ssh/id rsa -W %h:%p franzk@orthrus.mwal128t
[13:44][pharao]:~$



I scp, rsync with config file

scp, rsync: used to copy files between different machines

syntax: scp /path/to/file host_name:/path/to/file
scp host_name:/path/to/file /path/to/file

same syntax applies to rsync

Note that without a config file the syntax is
scp user@remotehost:/path/to/file /path/to/file



scp, rsync with config file

[14:18][pharao]:tmpS scp franz:/home/franzkir/public_html/franz_kirsten.pdf .
stdin: is not a tty

franz_kirsten.pdf

[14:19][pharao]:tmpS

[14:19][pharao]:tmpS

[14:19][pharao]:tmpS scp franz:~/public html/franz kirsten.pdf .
stdin: is not a tty

franz_kirsten.pdf

[14:19][pharao]:tmpS



scp, rsync with config file

[14:19][pharao]:tmpS
[14:19][pharao]:tmpS$ rsync franz:~/public_html/franz_kirsten.pdf .
X11 forwarding request failed on channel ©
stdin: is not a tty

receiving incremental file 1list

sent 11 bytes received 45 bytes 112.00 bytes/sec
total size is 21,747 speedup is 388.34
[14:19][pharao]:tmpS



sshfs - mount a remote
disk on your local machine

sshfs — can be read as ,ssh-file-system’

makes a directory on a hard drive on a remote machine look like
a local directory.

Syntax: sshfs host _name:/path/to/directory /path/to/local/directory

Note: In case of slow Internet connection file transfer and access
will be slow.



sshfs - mount a remote
disk on your local machine

[14:19][pharao]:tmp5

[14:19][pharaoc]:tmp$ mkdir public_html web

[14:20][pharao]:tmpS

[14:20][pharao]:tmpS sshfs franz:/home/franzkir/public_html/ . /public_html web
[14:21][pharao]:tmpS

[14:21][pharac]:tmps cd ./public html web/

[14:21][pharao]:public_html web$s

[14:21][pharao]:public_html webs$ 1s

ADS Pads XYZ ENU.txt blogs curtin.png franz_kirsten master thesis 2011.pdf
array_s.png cgi-bin fr2_s.png franz_kirsten.pdf

[14:

21][pharao]:public_html web$s



[14:
[14:
[14:
[14:
[14:
[14:
[14:
[14:

AOS

sshfs - mount a remote
disk on your local machine

19][pharao]: tmpSs

19][pharao]:tmpS$ mkdir public _html web

20][pharao]:tmp$S

20][pharao]:tmp$ sshfs franz:/home/franzkir/public_html/ . /public_html web
21][pharao]:tmp%

21][pharac]:tmp$ cd ./public_html web/

21][pharao]:public_html web$s

21][pharao]:
Pads XYZ ENU.txt

array_s.png

[14:
[14:

[14:
[14:
[14:
[14:
[14:
[14:
[14:
[14:

21][pharao]:
21][pharao]:

22][pharao]:
22][pharao]:
:tmps fusermount -u /home/pharao/tmp/public_html web

22][pharao]
23][pharao]
23][pharao]
23][pharao]
23][pharao]
24][pharao]

public_html web$ 1s

blogs curtin.png
cgi-bin fr2_s.png
public_html web$
public_html web$

franz kirsten master thesis 2011.pdf
franz_kirsten.pdf

public_html web$
public_html web$ cd ..

s tmps

:tmpS 1ls public_html web/
stmpS

:tmpSs rm -rf public_html web/
:tmps
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